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Windows Configuration for the Al Ghurair University Wireless

In order to connect to Al Ghurair University Wireless network, the following configuration is
required

STEP 1: Enable and Select AGU-AD Wireless Network

Enable your wireless connection (If not enabled) by right clicking on My Network Places and
Choosing Properties. Then, locate your wireless adapter, right click and enable it. Once enabled

it prompts you with the message "One or more wireless networks are available".

After some time, another message will appear, Choose a wireless network dialog box is

Displayed, allowing you to select an available network.

Note: Please make sure to use the latest wireless driver for your laptop.
For XP the Step is Select View Available Wireless Connection and then click Advanced

setting as shown below
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STEP 2: Enable Encryption

Right Click on your Wireless adapter and choose Wireless Network Tab under the Preferred
Networks Choose: AGU-AD and click on Properties.
1. Choose Manage Wireless Networks
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2. Click Add button
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below, To change the order, drag a network up or down in the list, You
an also add or remove network profiles.
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3. Click Manually create a Network Profile
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How do you want to add a network?

=hak Add a network that is in range of this computer
"= This shows you a list of networks that are currently available and lets you connect
to one, Once'you connect, a profile for the network is saved on your computer.

Ak Manually create a network profile

q "= This creates a new network profile or locates an existing network and saves a profile
( for the network on your computer. You need to know the network name (55I0) and
N security key (if applicable).

&  Create an ad hoc nefwork
This creates a temporary network for sharing files or an Internet connection
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4. In the new screen give inputs exactly as shown here and click next
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Enter information for the wireless network you want to add

[¥] Start this connection automatically

[T Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

MNetwork name: AGU-AD

Security type: IWPAZ—Enterprise '\*)

Encryption type: IAES %

Security Key/Passphrase: [] Display characters




5. Click close; this will add a network connection into the Available wireless network connections.
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uccessfully added AGU-AD

< Connectto..

Open the "Connect to a network” dialog so I can connect.

< Change connection settings
Open the connection properties so that [ can change the settings.

Close

6. After that Select AGU-AD and Click Properties
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles,

Networks you can view and modify (1)
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For XP Click on Advanced Settings and select Wireless network and click add
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Then Select the Details as below
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The Network Authentication should be set to WPA2 and Data Encryption AES under the
association tab of the AGU-AD properties window as shown below. If the user’s laptop
does not support WPA2, it is still possible to configure your wireless settings. By selecting WPA

as the network authentication and AES as data encryption.
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STEP3: Enable Authentication

1. On the next tab Authentication EAP type should be set to Protected EAP (PEAP)

Wireless network properties
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2. By Selecting the properties of EAP type, please make sure to uncheck the Validate
Server Certificate.
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3. The Selected Authentication Method should be set at:
Secured password (EAP-MSCHAP v2).

4. By clicking on the Configure for Authentication Method, windows will open
for the MSCHAP V2 properties please make sure nothing is selected at this point
if your Laptop is not in the Domain .If your Laptop belongs to university

or AGU domain then tick this .
EAP. MSCHAPvZ Praperties [X|
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6. If your system not connected to our domain or any Guest system a popup box should
appear on the lower right corner of your screen you need to click on it get the authentication box.
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7. A window will appear asking for a valid username and password; please enter
Your username, password and AGU for Logon Domain click OK.

Enter Credentials

Lizsr namat — 1 Student ID
Passiord: — 1 Password
Loxgon domain: —

AGU

— 1> ClickOK

After that your System will be connected to AGU wireless






